
Protecting Canadians 
from Cyber Threats



Purpose of Presentation
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1. What is Cyber Insurance?

2. What IBC is Doing

3. Resources and Support for 
Consumers 



Canada’s private property and casualty (P&C) 
insurance industry
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The industry employed 130,100 people across Canada in 2020.

Insurers paid out a total of $42.4 billion in claims to victims of collisions, 

disasters and other losses in Canada.

In 2020, Canadian insurers wrote $71 billion in direct written premiums for 

insurance on consumers’ homes, cars and businesses. 

The industry contributed $10.5 billion in taxes and levies to federal and 

provincial governments in 2019.

Sources: Facts of the Property and Casualty Insurance Industry in Canada 2021 



What is Cyber Insurance?
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Cyber Insurance is one component of a comprehensive cyber risk mitigation strategy

Cyber Insurance protects businesses against losses related to cyber acts and cyber incidents 
including but not limited to:  

Cyber Extortion Technology DisruptionsPersonal Data 
Security Breaches

Appropriate insurance coverage can help businesses recover costs arising from cyber acts and cyber 
incidents including:

Legal and Civil Damages Security breach remediation 
and notifications expenses

Forensic investigations expenses Computer program and electronic 
data restoration expenses



Types of Cyber Insurance Coverage 
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Cyber Insurance is provided in one of three ways: 

1. Standalone Cyber Insurance Policies (policies specifically for cyber risk) are the 
most common cyber policies in Canada, the U.S. and Europe.

2. Coverage for cyber events may be included in a traditional property and liability 
insurance policy. These policies typically have very low limits that would not cover 
the full cost of a breach or cyber attack. 

3. Endorsements (also known as riders) can add, remove or exclude certain cyber 
coverages, altering a cyber or traditional insurance policy to meet specific needs. 



Silent Cyber 
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Silent cyber risks exist when a commercial insurance policy does not expressly 
cover nor exclude cyber risks. Silent cyber is sometimes also referred to as 
“non-affirmative” cyber. 

 To address this confusion, some Insurers have clarified cyber coverage by 
developing stand-alone cyber insurance policies and have put in place exclusions in 
traditional commercial insurance policies to make it easier for customers to 
understand what coverage they have and whether their existing insurance policy 
adequately covers their risks. 

Silent cyber poses a significant risk to insurers’ portfolios as well as customers who 
may be responsible for paying out of pocket for cyber losses if not adequately covered



Cyber Insurance is a Small but Rapidly Growing Market
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$279 million 
in premiums in 2021, up 

from $24.4 million in 2015

IBC with Data from MSA

60% of eligible 
businesses with over 

50 employees have some type 
of cyber insurance

CIRA (2021), Cyber Insurance Popular in 
Canada Despite Imperfections

Cyber insurance is the 

fastest growing line of 
business in Ontario, British 

Columbia and Alberta 

Canadian Underwriter (2021), Stats 
Guide 



Key factors Impacting Cyber Insurance

8

Dramatic Increase in 
Threat Activity 

Insufficient Cyber 
Controls 

Increasing frequency 
and severity of 
Cyber Claims



Cyber Losses are Significant
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Year Direct 
Premiums 
($Millions)

Direct 
Claim Costs 

($Millions)

Combined 
Loss Ratio

2017 61 19 63.1%

2018 87 42 79.0%

2019 119 118 130.9%

2020 162 600 402.1%

2021 279 322 146.6%

IBC with data from MSA
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Ransomware is a Growing Threat 
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Ransomware is a type of malicious software designed to block access to a computer 
system until a sum of money is paid. It is one of the major reasons why claims costs 
have dramatically increased. 

IBM (2021), cost of a Data breach Report

Standalone cyber insurance policies typically offer a suite of remediation services in the wake of 
an incident, with some including coverage for ransom payments. 

Global average days to identify 
and contain a data breach -

287 days  

Average cost of a cyber 
breach in Canada –

5.34 Million CAD



Shifts in Cyber Insurance 
in Response to Losses
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In 2020, the insurance industry began to 
see major changes in the cyber insurance 
market in response to significant losses on 
insurers’ cyber books.

Significant claims cost pressure and losses 
related to ransomware events and other 
cyber breaches have caused some insurers 
to reconsider their scope of coverage, 
tighten their underwriting standards, and 
employ exclusions to better grapple with 
emerging cyber risks. 



IBC’s Role in Promoting Cyber Resilience  
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1. Clarifying coverage through wordings 
and exclusions 

2. Working with brokers to educate 
consumers on cyber insurance 

3. Directing businesses to free resources 
on the importance of cyber hygiene 
and best practices

4. IBC’s Annual Cyber Awareness 
Campaign 

5. Educating governments and regulators 
on the role of cyber insurance in 
achieving Canada’s broader cyber 
resilience strategy  



Support and resources 
for consumers
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1. Visit the Canadian Centre for Cyber 
Security for information on how 
businesses can protect themselves 
from cyber threats

2. IBC.ca has further details on buying 
cyber insurance including questions 
to ask your insurance representative

3. Contact our Risk Manager or 
Consumer Information Centre
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