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Methodology

An online survey.

300 Canadians: small business owners/co-owners and decision makers.

Completed between July 28 and August 5, 2021, using Leger’s online panel. 

No margin of error can be associated with a non-probability sample (i.e. a web panel in this case). 

For comparative purposes, though, a probability sample of 300 respondents would have a margin of error of ±5.7%, 19 times out of 20.

Arrows have been used to show statistically significant differences between 2019 and 2021. 

Leger’s online panel
Leger’s online panel has approximately 400,000 members nationally and has a retention rate of 90%. Poll aggregator 338Canada.com gave Leger the highest 
rating among all polling firms in Canada for the accuracy of its studies. (See https://338canada.com/pollster-ratings.htm.)

Quality control
Stringent quality assurance measures allow Leger to achieve the high-quality standards set by the company. As a result, its methods of data collection and storage 
outperform the norms set by WAPOR (The World Association for Public Opinion Research). These measures are applied at every stage of the project: from data 
collection to processing, through to analysis. We aim to answer our clients’ needs with honesty, total confidentiality, and integrity. 



KEY FINDINGS
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CYBER-ATTACKS AND SMALL BUSINESSES

Key Findings

• Two-in-ten (21%) small businesses have suffered a cyber-attack in the past, and those that employ between 100-499 people are significantly more likely 
to have suffered an attack than those with less employees or sole proprietorships.

• Of those whose business suffered a cyber-attack, 58% stated that it cost them less than $100k, while 41% stated that it was more than that amount.

CURRENT CONCERNS

• Two-thirds (66%) feel confident in their business’ ability to withstand a data breach or website shutdown.
• Unsurprisingly, those whose business has suffered a cyber attack are also significantly more likely to be concerned about future attacks/breaches than 

those whose business has never suffered from one.
• Half (51%) think that there’s a chance that their business is currently vulnerable to a cyber-attack or data breach, especially those whose business is 

larger than a sole proprietorship and whose business has suffered a cyber-attack before.

CURRENT DEFENCES

• While almost all (78%) have at least one type of cyber-attack defence in place for their business, over one-in-ten (16%) don’t have any in place at all 
• Surprisingly, 47% claim that they are spending “none” of their yearly operating budget on cyber security, which is significantly more than in 2019 (33%). 
• A quarter (24%) state that their business is insured against a cyber-attack, although just 15% have a standalone cyber insurance policy.
• Those currently insured against cyber-attacks are also more likely to claim some website dependency (93% of those insured vs. 65% of those un-insured) 

as are those who are more likely to be more concerned about cyber-attacks now, than they were pre-pandemic (89% of those more concerned vs. 65% of 
those who are not more concerned.

• Unsurprisingly, those whose business is dependent on its website in some capacity are significantly more likely to state that they’ve considered 
purchasing cyber insurance (34% vs. 6%), as are those whose post-pandemic operations will be both remote and in the office (40% vs. 24% of those 
whose operations will be either in-office or remote).

• Those whose business is currently insured against a cyber-attack are much more likely to state that they’ve implemented defences (85% vs. 32% of those 
without cyber-attack insurance).

• Almost all of those who are currently insured against cyber-attacks use/access their consumer data (97% vs. 57% of those not insured).



DETAILED RESULTS
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001 Has your business ever suffered a cyber-attack? 
Base: All (n=300).   

While two-in-ten (21%) small businesses have suffered a cyber-attack in the past, those that employ between 
100-499 people are significantly more likely to have suffered an attack than those with fewer employees or 
sole proprietorships. Those who feel vulnerable to a cyber attack are significantly more likely to have suffered a 
cyber-attack in the past (32% vs. 11% of those who don’t). 
There is no significant difference in the rate of cyber-attacks between 2021 and 2019, although companies 
with sales of $1M+ are significantly more likely to state that they suffered a cyber attack in the 2021 survey 
than in 2019 (47% in 2021 vs. 26% in 2019). 

LARGER BUSINESSES ARE MORE LIKELY TO HAVE SUFFERED A 
CYBER-ATTACK 

38%
Of business that sell both in-

store and online have suffered 
a cyber-attack, vs. 14% of 

online-only businesses or 6% 
of in-store businesses.

7%

22%

65%

Sole
proprietor

<5-99 100-499

Significantly higher.

BUSINESS SIZE

BUSINESS HEADQUARTERS

vs. 79% 
in 2019

vs. 17% 
in 2019



67%

33%

West East

58%

41%

2%

<$100k (NET)

$100k+ (NET)

I don’t know
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002 How much do you think the cyber-attack cost your 
business financially? Base: Those whose business suffered a 
cyber-attack (n=64).   

Of those whose business suffered a cyber-attack, 58% stated that it cost them less than $100k, while 41% stated that it was at 
least that amount. There is no significant difference in the financial cost of a cyber-attack between the 2021 findings and the 2019 
findings, although respondents are more knowledgeable of the cost in 2021 than in 2019. 

OF THOSE WHO SUFFERED A CYBER-ATTACK, FOUR-IN-TEN STATE 
THAT IT COST THEIR BUSINESS MORE THAN $100K

<1%

19%

75%

Sole proprietor <5-99 100-499

BUSINESS SIZE

78%
of sole proprietors 

whose business 
suffered a cyber-
attack stated that 

the attack cost them 
less than $50k.

BUSINESS HEADQUARTERS

Sample size too small (<30) for significance testing

vs. 43% in 2019

vs. 37% in 2019

vs. 20% in 2019
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003 To what degree do you agree or disagree 
with the following? Base: All (n=300).   

Two-thirds (66%) feel confident in their business’ ability to withstand a data breach or website shutdown, especially those:
• with 100-499 employees (86%)
• that currently have cyber insurance (83% vs. 60% of those without)
• that currently have defences against cyber-attacks (76% vs. 60% of those without)
Interestingly, respondents whose business is not a sole proprietorship are significantly more likely to agree with every statement regarding their concern about 
cyber-attacks/breaches than those whose business is a sole proprietorship as are those who have cyber insurance or defences against cyber attacks (vs those who 
do not). Unsurprisingly, those whose business has suffered a cyber attack are also significantly more likely to be concerned about future attacks/breaches than 
those whose business has never suffered from one.

HALF (47%) ARE MORE CONCERNED ABOUT CYBER-ATTACKS/DATA 
BREACHES NOW THAN BEFORE THE PANDEMIC… 

9%

14%

22%

17%

20%

19%

25%

30%

44%

41%

29%

32%

22%

21%

18%

15%

I am confident in my business’ ability to 
withstand a data breach or website 

shutdown

I am concerned about how a cyber-attack
or data breach could impact my business

I am more concerned now about a cyber-
attack or data breach than I was before the

COVID-19 pandemic

I am concerned that my business will be hit
by a cyber-attack

DK/prefer not to answer Strongly disagree Somewhat disagree
Somewhat agree Strongly agree

AGREE (NET)

2021 2019

66% 69%

62% 56%

47% --

47% --

HEADQUARTERS BUSINESS SIZE HAD A CYBER-ATTACK

WEST EAST SOLE <100 100-499 YES NO

68% 64% 63% 62% 86% 77% 63%

62% 62% 49% 68% 81% 88% 55%

52% 44% 35% 51% 70% 69% 40%

50% 46% 28% 58% 74% 80% 38%

<8% Data labels not shown Significantly higher
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003 To what degree do you agree or disagree 
with the following? Base: All (n=300).   

AND HALF (51%) FEEL THAT THEIR BUSINESS IS CURRENTLY 
VULNERABLE TO A CYBER-ATTACK/DATA BREACH

9%

11%

10%

14%

16%

13%

29%

17%

22%

26%

22%

43%

38%

36%

26%

17%

13%

15%

20%

There is a chance that my business could
be impacted by a cyber-attack or data

breach

There is a chance that my business is
currently vulnerable to a cyber-attack or

data breach

My business is prepared for a cyber-attack
or data breach

My business relies on our website

I Don't know Strongly disagree Somewhat disagree
Somewhat agree Strongly agree

AGREE (NET)

2021 2019

60% 56%

51% 50%

51% 56%

46% 45%

HEADQUARTERS BUSINESS SIZE HAD A CYBER-ATTACK

WEST EAST SOLE <100 100-
499

YES NO

62% 59% 41% 74% 77% 86% 52%

54% 50% 33% 63% 74% 78% 44%

52% 51% 39% 53% 86% 70% 46%

43% 47% 31% 51% 74% 75% 38%

<9% Data labels not shown Significantly higher

Half (51%) think that there’s a chance that their business is currently vulnerable to a cyber-attack or data breach, especially those whose business is larger than 
a sole proprietorship and whose business has suffered a cyber-attack before; while the same percentage of respondents feel that their business is indeed 
prepared for an attack/breach (51%). Those whose business sells products/services both online and in-store (65%) are almost twice as likely to feel that their 
business is vulnerable than those who sell in-store only (34%). Six-in-ten (60%) feel that their business may be impacted by a cyber attack or data breach, 
especially those whose business:
• had a prior cyber-attack (86% vs. 52% who have not)
• Is larger than a sole proprietorship 
• has current defences against cyber-attacks (76% vs. 46% of those who don’t have defences)
• is dependent on its website (71% vs. 29% of those whose business is not dependent on its website)



Heavily 
dependent

13%
Somewhat 
dependent

23%

Moderately 
dependent

13%

Not very 
dependent

26%

Not at all 
dependent

24%

I don't know / I prefer 
not to answer

1%
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005 How dependent is your business on your website? Base: All (n=300).   

Three-quarters (75%) state that their business is dependent on their website in some capacity, with nearly half (49%) being at least moderately dependent on 
it. Those who have business that is larger than a sole proprietorship or who have suffered a cyber-attack in the past are more likely to say they are dependent 
on a website in some capacity. Those currently insured against cyber-attacks are also more likely to claim some website dependency (93% of those insured vs. 
65% of those un-insured) and are also more likely to be more concerned about cyber-attacks now, than they were pre-pandemic (89% of those more concerned 
vs. 65% of those who are not more concerned.

THREE-QUARTERS ARE DEPENDENT ON THEIR WEBSITE  

61%

82%

98%

Sole proprietor <5-99 100-499

BUSINESS SIZE

71% 76%

West East

BUSINESS HEADQUARTERS

Significantly higher

95%

69%

Yes No

HAD A CYBER-ATTACK



6%

12%

12%

6%

67%

64%

66%

79%

27%

24%

22%

15%

I don't know No Yes

13

004 Please answer the following to the best of your ability. 
Base: All (n=300).   

A quarter (24%) state that their business is insured against a cyber-attack, although just 15% have a standalone cyber insurance policy. Those whose business 
is larger than a sole proprietorship and whose business has suffered a cyber-attack before are significantly more likely to say yes to all of these statements 
about cyber-attack insurance. There is no significant differences in the rate/consideration of cyber-attack insurance between 2021 and 2019. Unsurprisingly, 
those whose business is dependent on its website in some capacity are significantly more likely to state that they’ve considered purchasing cyber insurance (34% 
vs. 6%), as are those whose post-pandemic operations will be both remote and in the office (40% vs. 24% of those whose operations will be either in-office or
remote). Respondents who are more concerned about a cyber-attack or data breach now than they were before the pandemic are almost twice as likely to 
currently have their business insured against a cyber attack (32% vs. 18% of those who are not more concerned). 

A QUARTER OF SMALL BUSINESSES ARE CURRENTLY INSURED AGAINST 
A CYBER-ATTACK

<5% Data labels not shown Significantly higher

Have you ever considered 
purchasing cyber insurance 

for your business?

Is your business insured 
against a cyber-attack?

Do you have cyber insurance 
as part of your general 
commercial insurance 

coverage?

Do you have a standalone 
cyber insurance policy?

2019

27%

21%

--

--

HEADQUARTERS BUSINESS SIZE HAD A CYBER-ATTACK

WEST EAST SOLE <100 100-499 YES NO

21% 30% 11% 30% 67% 53% 20%

27% 22% 6% 30% 60% 50% 16%

21% 23% 7% 26% 58% 53% 14%

7% 18% 3% 15% 49% 30% 11%



6%

7%

18%

7%

48%

51%

59%

70%

46%

42%

24%

23%

I don't know No Yes
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004 Please answer the following to the best of your ability. 
Base: All (n=300).   

Just around half (46%) state that their business has implemented defences against possible cyber attacks, especially those whose business has suffered a 
cyber attack in the past and whose business is larger than a sole-proprietorship. Those whose business is currently insured against a cyber-attack are much 
more likely to state that they’ve implemented defences (85% vs. 32% of those without cyber-attack insurance). Interestingly, those whose post-pandemic 
business operations will be completely remote are significantly more likely to state that they have no intention of purchasing cyber insurance within the next 
year (70% vs. 55% of those whose operations will be both remote and in-office). Those whose business has suffered a cyber-attack in the past are more than 
three times as likely to state that their insurance professional has spoken to them in the past three years about cyber insurance for their business (52% vs. 
16% than those who have not suffered a cyber-attack).

JUST HALF OF SMALL BUSINESSES HAVE IMPLEMENTED DEFENCES 
AGAINST POSSIBLE CYBER-ATTACKS

<5% Data labels not shown Significantly higher

Has your business implemented 
defenses against a possible 

cyber-attack?

Is the protection of your data 
and electronic assets a part of 

your annual business planning?

Do you have any intention of 
purchasing cyber insurance 

within the next year?

In the last 3 years, has your 
insurance professional spoken 
to you about cyber insurance 

for your business

2019

47%

44%

21%

23%

HEADQUARTERS BUSINESS SIZE HAD A CYBER-ATTACK

WEST EAST SOLE <100 100-499 YES NO

42% 48% 32% 55% 65% 72% 39%

41% 42% 27% 50% 67% 63% 36%

23% 24% 10% 28% 53% 52% 17%

18% 25% 7% 27% 63% 52% 16%
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Two-thirds (67%) state that they use and access their data on at least a bi-annual basis, especially those whose business is larger than a sole proprietorship or 
has suffered a cyber-attack in the past. Interestingly, around a third (36%) of sole proprietors claim that they “never” use or access their consumer data. 
Revenue seems to play a role in the utilization/access of this data, as those whose business had $50k+ in sales in the last fiscal year are significantly more likely 
to say that they access/use this data (73% of those $50k-$1M and 84% of those $1M+ vs. 50% of those <$50k). Almost all of those who are currently insured 
against cyber-attacks use/access consumer data (97% vs. 57% of those not insured) and use it often i.e. at least weekly (85% vs. 42% of those not insured).  

TWO-THIRDS USE AND ACCESS THEIR CONSUMER DATA 

67%

53%

14%

23%

10%

71%

53%

18%

21%

9%

USES AND 
ACCESSES (NET)

At least weekly

Monthly or less

Never

I don’t know

006 How often does your business use and access 
your consumer data? Base: All (n=300).   

2021

2021

2021

2021

2021

2019

2019

2019

2019

2019

48%

76%

98%

Sole proprietor <5-99 100-499

BUSINESS SIZE

67% 67%

West East

BUSINESS HEADQUARTERS 91%

61%

Yes No

HAD A CYBER-ATTACK

Significantly higher



62%

90% 95%

Sole
proprietor

<5-99 100-499

BUSINESS SIZE

78%

59%

51%

51%

29%

17%

16%

3%

16%

6%

78%

60%

49%

56%

31%

24%

13%

4%

15%

7%

ANY

Anti-virus programs

Back-up and archiving of important data

Firewall security

Encryption software and networks

Controlled use of foreign applications on 
workplace equipment

Employee seminars and workshops on 
cyber safety

Other

We do not currently have any defenses 
against cyber-attacks

I don’t know

2021 2019
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009 What type of defenses against cyber-attack has your company implemented? 
Base: All (n=300).   

While almost all (78%) have at least one type of cyber-attack defence in place for their business, over one-in-ten 
(16%) don’t have any in place at all. Anti-virus programs were the most popular defence (59%), followed by backing 
up and archiving important data (51%) and firewall security (51%). Only 16% have stated that their business holds 
employee seminars and workshops on cyber security. The bigger the business the more likely is it to control use 
of foreign applications on workplace equipment or conduct seminars/workshops on cyber safety. Compared to 
2019., there is less controlled use of foreign applications on workplace equipment. 

ALMOST ALL SMALL BUSINESSES CURRENTLY HAVE AT LEAST ONE 
TYPE OF CYBER-ATTACK DEFENSE IN PLACE

XX%
xxx.

97%

73%

Yes No

HAD A 
CYBER-ATTACK

Significantly higher

TWO
…is the average number 
of cyber-attack defenses 
small businesses have in 

place



12%

45%

72%

Sole
proprietor

<5-99 100-499

34%

21%

13%

47%

18%

39%

28%

10%

33%

28%
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008 Approximately what percentage of your operating 
budget is spent on cyber security per year? Base: All (n=300).   

Surprisingly, 47% claim that they are spending “none” of their yearly operating budget on cyber security, which is significantly more than in 
2019 (33%). One in five (21%) spends less than 20% of their budget, and one in ten (13%) spend 20% or more. Businesses that have suffered 
from a cyber attack before and are larger than a sole proprietorship are significantly more likely to spend some of their budget on cyber 
security. 

MORE BUSINESSES ARE SPENDING 0% OF THEIR OPERATING BUDGET 
ON CYBER SECURITY IN 2021 THAN IN 2019

XX%
xxx.

21%
…is the average percent of 
operating budget spent on 

cyber security per year, 
amongst businesses that 
spend operating costs on 

cyber security

ANY % (NET)

<20%

20%+

None

I don’t know

67%

25%

Yes No

2021

2019

2021

2019

2021

2019

2021

2019

2021

2019

BUSINESS SIZE HAD A CYBER-ATTACK

Significantly higher



31%

31%

28%

10%

18

007 How will your business be operating 
post-pandemic? Base: All (n=300).   

Three-in-ten (31%) small businesses will be operating with employees working both remotely and in the office, while the same percentage will be operating 
on a in-office only basis, especially business with 100-499 employees. Interestingly, sole proprietors are significantly more likely to state that they “don’t know” 
exactly how they’ll be operating. Unsurprisingly, businesses that sell products/services in-store and online or in-store only are much more likely to have 
employees working in-office only after the pandemic (38% vs. 17% of those selling online only). 

THREE-IN-TEN SMALL BUSINESSES WILL BE OPERATING IN A HYBRID 
WORK MODEL, POST-PANDEMIC

Both In-office And 
Remote

In-office Only

Remote Only

I Don’t Know

HEADQUARTERS BUSINESS SIZE HAD A CYBER-ATTACK

WEST EAST SOLE <100 100-499 YES NO

30% 31% 24% 37% 33% 31% 30%

29% 32% 25% 32% 49% 45% 28%

33% 25% 32% 26% 19% 23% 29%

8% 12% 19% 5% <1% <1% 13%

Significantly higher
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RESPONDENT PROFILE
Base: All (n=300)

SIZE OF COMPANY
D1

ROLE
D2

44%

42%

14%

33%

48%

19%

Sole
proprietor

<5-99

100-499

79%

13%

5%

3%

54%

23%

18%

6%

Owner/co-
owner/operator

Senior exec/part
of leadership

Decision maker

Head of IT

BUSINESS 
HEADQUARTERS
D3

QUE 22%

ON 42%

AB 10%

BC 18%

SK / MB 03%

ATL 5%

Almost half (44%) of all respondents are the sole proprietor of their business, and eight-in-ten (79%) are owners, co-owners, or operators. 
A little under half (42%) state that their business headquarters are located in Ontario, with the second most common location being 
Quebec (22%), shortly followed by B.C. (18%).
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RESPONDENT PROFILE
Base: All (n=300)

RETAIL SUB-SECTORS
D5

BUSINESS 
TYPE
D4

TOTAL SALES (LAST FISCAL YEAR)
D6

20%

9%

7%

7%

7%

6%

6%

5%

4%

4%

4%

14%

3%

2%

3%

Specialty

General

Sports and entertainment

Work, home and lifestyle

Food and beverage

Fashion, accessories,…

Various business services

Electronics

Construction

Consulting

Wholesale and logistics

Other (<3%)

Other:

None/ nothing

I don’t know

47%

50%

4%

35%

56%

10%

<$100k

$100k+

I don't know

Four-in-ten (40%) sell their products/services both in-store and online, while slightly more sell online only compared to in-store only (28% 
online only vs. 21% in-store only). Two-in-ten (20%) state that their business is a speciality business, while around one-in-ten each describe 
it as a general (9%), sports and entertainment (7%), work/home and lifestyle (7%), or food and beverage business (7%). One-third (34%) 
made less than $50k in total sales during the last fiscal year, while 50% made over $100k in total sales.

40%

28%

21%

11%

31%

21%

37%

10%

My company sells
products/services both

in-store and online

My company sells
products/services

online only

My company sells in-
store

products/services only

I don’t know
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RESPONDENT PROFILE
Base: All (n=300)

AGEGENDER REGION

49%

51%

5%

18%

21%

26%

10%

19%

2%

19-24

25-34

35-44

45-54

55-64

65+

Prefer not to
answer

QUE 23%

ON 41%
AB 10%

BC 18%

SK / MB 3%

ATL 5%
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RESPONDENT PROFILE
Base: All (n=300)

EDUCATION HH INCOME

9%

32%

59%

University

College

  High school or less

12%

25%

54%

5%

<$40K

$40K - <$80K

$80K+

Refusal



We know Canadians

https://twitter.com/leger360
https://www.facebook.com/Leger360
https://www.linkedin.com/company/117931/
https://www.instagram.com/leger360/
https://leger360.com/

